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AGENDA

Introduction
* Needs for Cross Border Communication
» Developments so far
« Connectivity options (TETRA ISI vs "back-to-back”)

ISI Use cases
« Supported use cases
« Control and Security aspects
* Subscriber Provisioning

Where are we
« Evolution of Transmission lines & I1SI Standard development (Motorola)
* Requirements of TCCA (formal) IOP certification

Conclusion

* Interoperability between suppliers
» Collaboration between operators
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NEEDS FOR CROSS-BORDER @Q®
COOPERATION

« Schengen agreement mentions cross-border use cases for police
joint operations

» Ensuring safety cross borders (nuclear waste transport, VIP
protection of international meetings, football matches..)

- Joint utilisation of emergency resources in border areas: ambulance,
fire, rescue

* Fight international crime
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Schengen and affiliated countries
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DEVELOPMENT
SO FAR...

TETRA ISl standard was developed in 2000”s

@@

Three-country Pilot (3-CP) in 2003
Between Be, Ge and NL end B e sascem A
° etween be, Ge an ena users i | fiir den Digitalfunk der Behdrden un ) -
. .. . Organisationen mit Sicherheitsaufgaben A ?ﬂﬁi’r.d p U L' T ' E
*  Basis for defining cross-border radio comms 1 ol g

(TETRA) user needs
e Strong input in TETRA standard and TCCA IOP
Swe-Ge cross border TETRA trial in 2010
« Joint operation in Baltic Sea

* Used BOSNET and RAKEL
operative TETRA networks @ | Bundesanstal

o Airbus-Airbus ISI| ph1 fEIIJrrq:ﬁ:]s.la]tlglr:aelrlfumnrtg?éhi?ﬂg[ldsnggicn
*  Linked groups via PCM interface

SISF ISl test in Romania in 2010

*  Airbus-Motorola TETRA ISI phl

«  Border police - Phare project users

*  Some restricted phl functions in operative use (1:1 call, sds)
Airbus- Airbus TETRA ISl certificates 2008, 2012

TETRA TCCA ISI IOP definitins and test cases for ISI ph3 exist today
«  Basis for ISITEP interoperability

oningences (@ AIRBUS

Agency DEFENCE & SPACE
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WHY TETRA [ISI FOR CROSS BORDER

COMPARISON OF METHODS FOR TETRA - TETRA
INTEROPERABILITY

Functionality Terminal Control TETRA
GW Room ISI
GW

@@

Clear Group Calls

E2EE Group Calls
Group addressed SDS
TPI/TCI

Clear Individual Calls
E2EE Individual calls
Individual SDS
Terminal migration

Auth from home
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1S
USE CASES




CROSS-BORDER
OPERATIONS
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TCCA DEFINED ISI IOP PHASES 1-4

________Feature K

Authentication

Individual Call e Individual <call t swMa(whileunigratedf i ber fr om t
e I ndividual cal | t dwMl (wisileinigeated) | ber from t
e I ndividual cal l tSwoMI (@vhilsmigated) r | ber fr om a
e I ndividual <call to a foreign subscribe

Phases 1 & 2 Group Call + Group call when |l ocated in group home

e Group call when not | ocated in group h

Telephone Call e Qutgoing Calls
* I ncoming Calls

Status

Short Data Service

Mobility Management * Migration authorisation by the home Sw

e Group access mgmt by t h eprogsioningipthesoreignsvas
Air Interface Encryption ¢ DCK Encrypti on
Emergency Call

Phase 3 End-to-End Encryption

Supplementary Services * Cal | Line Identification Presentation
e Tal king Party Il dentification
e Preemptive Priority Call
e Late Entry
*  AoitGround-to-Air Operation

Supplementary Services * Enabl e/ Di sabl e
e I ndividual DGNA
e Preemptive Priority Call
e Barring of Outgoing Call s

Phase 4 e Barring of Incoming Calls

Air Interface Encryption = OTAR of GCK
* OTAR of SCK
Packet Data

Reference: TCCA document TF10-56-22r1
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CROSS-BORDER GROUP @@
CALL WITHOUT MIGRATION

Static Group Linking enables
o cross-border talk group collaboration
o
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Static Group Linking between:

* TG1 in Network A and TG2 in Network B

 Can also be implemented by an analog gateway
(but with very basic speech item control)



AIR INTERFACE MIGRATION
OF SUBSCRIBER
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Radio migration:
1. Change network
2. Authenticate from home network

3. Change talk group
(if same group address used, terminal can continue on the same selected group)
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GROUP CALL BETWEEN
MIGRATED AND LOCAL USER
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Static Group Linking between:
* TG1 in Network A and TG2 in Network B
» Terminals and dispatchers from both networks can join (if access granted)



INDIVIDUAL CALL BETWEEN
MIGRATED AND LOCAL USER
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» User B dials User A with full address (incl . country/network code)
» Full duplex call is established (btw any terminal and dispatcher)
» Terminal and dispatcher must support dialling with full TETRA addresses



PRE-AGREEMENTS BETWEEN @ @)
NETWORK OPERATORS

- Radio migration to a foreign network requires
pre-agreements:
* Cross-border communication plan
« Common talk group definitions
« Terminal provisioning
* Network provisioning for common talk groups
* Visiting terminal provisioning
* Either individual or address range provisioning
* Visiting terminal must support both countries air-interface encryption

(TEAZ2 in European public safety)
BY
INVITATION

* ISl interface is transparent to E2EE voice
SCONLY -
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VISITING SUBSCRIBERS

PROVISIONING

Each visiting user must be provisioned in visited network

Tools are needed to create visiting organisations blocks and users:

Separate organisation block for each visiting organisation

Visitor talk groups and use of joint groups in visitors organisation block
Definition of visiting users and creation of profiles for them

Visitor user rights (groups, calls, sds, priorities etc)

ITSI range mass provisioning

User data Import/export to other networks via CSV or XML
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CONNECTIVITY OPTIONS g
FOR |S] e

Current standard based:

IS GW E Leased E1 line ! ISIGW
E1ISI: | |
Leased line #; | ink Link |2
encryption encryption
International IP net
sigw Bl L w W/, § siew
E1ISI: — __MPN o |
IP network ! For E1: IP VPN . ForE1: |
i E1-1P E1-1P
conv. conv.

New standard based:
S| GW ! International IP het E ISI GW

_ FW FW/

IP network l 2 IP'VPN lﬂ




STANDARD COMPLIANCE



TETRA IOP SPECIFICATIONS @@

-

Inter-System Interface Air interface
* TCCA specifications for ISI Inter- * Certified according to V+D Air
System Interface Interface Specification
- Mobility Management (003-01) - Air Interface Migration (001-06)
- Individual Call (003-02) - All TIPs, Test Cases and TIC-RTs available

- Short Data Service (003-03)

- Lower Layers (003-04)

- Speech Format (003-05)

- Group Call (003-06)

- All TIPs, Test Cases and TIC-RTs available

*IOP dual-vendor session
- Motorola system — Airbus system
- Radio terminal needed as testing (tool) equipment

* |OP multi-vendor session
- Airbus R8.1

- Motorola D8.3
- Motorola, Sepura, Airbus, Selex, and other subscribers
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CONCLUSION




MOTOROLA - AIRBUS @Q®
INTEROPERABILITY

« TETRA ISl is the way to connect TETRA networks to fulfill end
user cases for cross border operations

* First ISl solutions exist today on single company basis

« TETRA ISI between Motorola and Airbus will be operationally
available 2016 (Norway-Sweden)

« Definition and developent for IP based ISl is ongoing in ISITEP
project and it will be compliant to current standard/solutions
(same functionality)

« ISITEP is the forum to develop ISl together in TETRA industry to
iImplement multivendor capability

PAGE 19



