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PUBLISHABLE EXTENDED ABSTRACT

The WP 75 del i v er amohsgaor tieDs t resul ts fiD7H5.8&4 mara nn thea n d 1
continuation ofthed el i ver abl es f De niesgsotD7.22 aod i Benonstriator iplani aads
requirementsoD7.5.1.

As explained in the D7.5.2 introduction, the demonstrator has been used on the WP 7.5
demonstration day (21-09-2016) t o pl ay the scenario fAVIP protect
s ummi t i n, bBtralsostlseedhysafier, during the WP 7.5 workshop day, to play five simple
complementary scenarios focussing on ISI functionalities which were not showed during the demo-

day. Both events have been organised together and are forming a consistent package. So, this
document describes the demonstrator implementation and test first & second run of the all six
scenarios.

Referring to the scenario design and description (D7.5.2, section 3), the six scenarios Major Event
Lists (MEL = playbooks) as well as the Excel file mentioning the involved resources (personal and
means) are supplied. These documents content all what is necessary for the scenario network,
terminal and services implementation and preparation. The related preparation planning to the
scenario first & second run, including the technology pre-test, are described.

The scenario execution on the first & second run is reported, as well as the measures which were
taken meanwhile to improve the test results of the second run.

The detailed final results and the related evaluation are gathered in the last WP 7.5 deliverable D7.5.5
ADemonstrator final reporto.
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1. INTRODUCTION

The deliverable D7.5.2 explains the six scenarios design and description, as well as their technical
design, which were played on the WP 7.5 demonstration day (21-09-2016) and on the WP 7.5
workshop day (22-09-2016).

The main scenario AVIP protection service duri
the seven demonstratord setworks, has been played on the demo-day ( A f u |l |, while the five
other ones, which involve only two Airbus test networks in the region of Brussels and focus on some
aspects of the ISITEP operational framework, have been played during the workshop ( A cor e
demoo)

ng

S e

The idea behind the playing of five scenarios limited to the WP 7.5 demonstratoric or e s etbup 0O

technically validate an Airbus/Airbus TETRA ISI (technology pre-test) and to operationally validate the
main related radio procedures described in the International Fleetmap Proof Of Concept (see
D2.3.2&3, appendix 3).

This double validation has been performed between December 2015 and April 2016. This verification
was needed before realisingt he opti onal I S bet ween the ope
Berlin (BOSNET), see D7.5.1, section 1.2. Unfortunately, divergent national priorities made that there
were no resources left in 2016 to allow the German operator BDBOS implementing the ISI between
the two capital cities.

Besides the technology pre-t e st and operational validati on
good training to managet he Af ul | d e ramddcongtitutedpaareha@atsal of ihe five simple
scenarios performed during the Workshop.

The section 3 explains the general planning of the WP 7.5 demo and workshop preparation as well as
the different operational and technical working groups that were constituted, and their respective job.

The resources (personal and logistic/ICT means) that were involved and implemented are described
in section 4 using the original Excel file working document (available on EMDESK) that mentioned all
the necessary details to manage the six scenarios performance.

The WP 7.5 demo and workshop events organization and disseminations activities are explained in
section 5.

The six scenarios execution on the first & second run days are reported in section 6, as well as the
measures which were taken meanwhile to improve the results during the general rehearsal and the
second run. An addendum about the execution of later complementary test closes the document.

The detailed final results and the technology & procedures evaluation are gathered in the last WP 7.5
deliverable D7.5.5fi Demonstr ator final reporto.
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Acropol French operative TETRAPOL network for the National Police

AG group International Alert radio Group (radio @gup that can be easily selected to take rapi
contact with all the control rooms along a same section of border), see IFPOC

A.S.T.R.I.D. Belgian TETRA operator

Astrid Belgian operative TETRA network

AVL Automatic Vehicle Location

B2B Backto-backgateway

BFP Belgian Federal Police

BG Body Guards belonging to the foreign delegation (BG Fr = French delegation
protection service)

BOSNET German operative TETRA network

C2000 Dutch operative TETRA network

CiC Communication and Information Centerof@rol room)

CC BRU (CIBRU) CIC ANT
(CICANT)CC LIE(CILIE)CC
HAI(CICNAU)

Control rooms of the Belgian Federal Police, respectively, in BRUssels, provi
ANTwerpen, LIEge and HaiNABetween brackets, their call signs

CIK BRU Riot police sgad of the Belgian Federal Police Brussels district

CO group International COordinatin group (coordination network between all the control rog
along a same section of border), see IFPOC

CST Call Setup Time

CTB Airbus.be test TETRA network in DiegeeafrBrussels)

DAP Belgian Federal Police close protection direction

DCA S5ANBOGAZ2Y RS Appui(deEehtidlizdiBFR serviGesd forRh@ coordination a
support)

Dir Ops Commander of an operation

DMO Direct Mode Operation

DOW Description OWork

DRI Direction of the ICT and of the operational information of the Belgian Federal Police

DRI/BIOPS Business UnifiPolice Operatiorsof DRI

DRI/TSI Technical Service Center of DRI

DXT Digital Exchange for TETRA (main switch in an Airbus TE V&) et

Esc BelgianEscort accompanying the foreign delegation (Esc Fr = Belgian escort accomy
the French delegation)

EV International Euro Visit radio group, see IFPOC

FDP First Destination Point

Date: 26-01-2017
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FTX Field Training Exercise

HMI HumanMachine Inteface

IET ISITEP Enhanced Terminal (one control panel connected to a TETRA modem
TETRAPOL modem)

IFPOC International Fleetmap Proof Of Concept (see D2.3.2, appendix 3)

IOP InterOPerability

KPI Key Performance Indicator

Lab MOT Motorola test TETR network in Copenhagen

Lab AIR_FI Airbus.fi test TETRA network in Helsinki

LO Liaison Officer

MEL Major Event List (detailed playbook)

MP International MultiPurpose radio group, see IFPOC

MP Lu Motorway police of Luxembourg

MUX Multiplexer

NCP National Contact Point

OC Tilburg Control room of Tilburg (Operatie Centrum) in the Netherlands

PAF CNBYOK 02NRSNJI L2t A0S at 2t A0S ! dzE CNRY

PCCC Police and Customs Cooperation Centres

QoS Quality of Service

RAC RijksAdministrafief CentrumBFPPOLS Center

RF Radio Frequency

SDS Short Data Services (the equivalent of the SMS for the GSM technology)

SEG Security Gateway

SPC Belgian railway police

SW SoftWare

TAS Astrid test TETRA network in Brussels

TBS TETRA Base Station

TEA2 TETRA EncrypticAlgorithm #2

TG TalkGroup

V&J Ministerie van binnenlandse zaken en koninkrijksrelaties

VIP Very Important Person

WP NI 5dzi OK Y202N¥Bl e LItAOS a2S3t2fA0AS bSRS

WPR Belgian motorway police

WPR BRA Belgian motorway police, district of the formprovince Brabant

WS Works Station (radio console) for dispatcher
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3. SCENARIOS PREPARATION AND PLANNING

3.1. Need for a technology pre-test and operational validation

The first meeting to prepare the WP 7.5 demonstration was organised in July 2014 between both the
BFP WP 7.5 technical and operational leaders. The first goal was to reinterpret the scenario as
described in the ISITEP DOW. The operational leaders were indeed not yet in place when the DOW
was drawn up. The main decision that was taken was to limit the involved end user organisations to
the Belgian police.

The International Fleetmap Proof Of Concept (IFPOC), which was at that time in development, has
been discussed, and, at this occasion, the concept of one international talkgroup for visitors per
country (with a European coverage and continuously audio monitored by the National Contact Point
(NCP) of the visited country), i.e. the international EURO VISIT groups (EV), has been defined.

The DOW planning foresaw the first activities related to the ISITEP demos (WP 7.i, task 7.i.1, with 1 0
[ Din Bebruary 2015 (M18). At this moment started the SP7 team activities, under the lead of
Motorola, and the activities of two Belgian working groups depending directly on the WP 7.5 leader
(BFP):

1. An operational workinggroupnamed fl S| T&FRFa b p € a arkler theorespoasibility
of the ISITEP BFP technical and operational leaders (first meeting on 12-03-2015). The first
goal of this group was to develop the demo 7.5 operational scenario, relying on the D2.1.2.
approach.

2. A technical working group, named A Bel gi an | S| gatiedng,kundér dhe dreved of
Airbus.be, Airbus.be&fi, A.S.T.R.I1.D. and the ISITEP BFP technical team (first meetings on 30-
01-2015 and 13-02-2015). The goal of this group was to setup an ISI between the Airbus
Astrid test network in Brussels (TAS) and the Airbus.be test network near Brussels (CTB) in
order to test its functionalities in lab conditions ( it e ¢ h n otl ® Yand, )aftereards, to
technically and operationally veatupgatdemo tos
the field, in the presence of German representatives from the Ministry of Interior (BMI) and/or
from the TETRA operator BDBOS. This technology pre-test and operational validation
appeared to be the best way for convincing Germany to interconnect their operative network
BOSNET with the operative Astrid network to realise the WP 7.5 demo setup. In fact,
Germany maintained the suspense from the beginning of the ISITEP project until 11-04-2016.

3.2. General planning

The initial AWP 7.5 trial overviewd s h(E3€3-2015) drawn up in the framework of the SP7 team
activities planned no involvement of lab or test networks. The trial overview mentioned the operative
Be, De, Fr, Nl and Se networks. T h e fi c o rdemossigationp wa s san étermediate step
with a view to implementing an ISI between (a part of) both operative Belgian and German networks.

However, at the SP7 kick-off meeting on 28-04-2015, Motorola and Leonardo expressed their wish to
integrate the WP 7.5 demo setup with lab networks. This proposal combined with the refusal from
Sweden to participate in the WP 7.5 demo setup (21-04-2015) and the uncertainty to get Germany on
board led BFP to envisage a WP 7.5 demonstrator composed of an operative and a technical setup,
without any interconnection between them (for security reasons). Moreover, seeing there was only

Date: 26-01-2017 Approval status: Page 8/25
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one ISITEP WP 4.2 fE1 ISI TETRA gatewayo (E1 adaptor to connect a native IP ISI with a E1 ISI)
available to perform the ISITEP demos, connecting a Lab Leonardo network to the TAS was
impossible, and the Lab Airbus.fi network was connected instead (see D7.5.2, section 5.2.2.).

ThedocumentD7 . 5. 1 ADemonstrator plan and r eq09-R0l%witle nt s |
the definitive demonstration concept:

ISITEP mission oriented framework
Functional demonstration: international radio scheme and related procedures

Relies on two independent technical setups

Test setup Operational setup

Core Base

ISI E1 between TAS (Astrid test system) and 1 B2B and dual provisioning Astrid-

CTB (Airbus.be test system) C2000

1 B2B Astrid-Acropol

ISITEP Enhanced Terminal (IET)

1 ISITEP TETRA-TETRAPOL
deployable gateway for DMO

=

terminals
Extension Extension (optional)
9 ISITEP ISI E1/IP between TAS and ISI E1 between DXT Astrid Bru and DXT

Lab Motorola BOSNET Berlin

91 ISI E1 between TAS and Lab Airbus.fi

Table 1: WP 7.5 demo concept

3.2.1. The initial planning

The initial WP 7.5 demo planning foresaw a firstic or e set up dession prs09-12a2015 0 n 0
and a second one, in January 2016, in the presence of German representatives from the Ministry of

Interior (BMI) and the TETRA operator (BDBOS), and of their Belgian counterparts. The #fAcor e s
demod had to by impé emeat Bdl gi an wor kda magl gTasuk sFc
and ABelgian | SI Task Forceo mentioned above.

After this validation, the goal was to perform the WP 7.5 ffull demonstrationdin June 2016, involving
furthermore the ISITEP WP 7.5 team.

However, important discrepancies stated between the theoretical coverage and the real coverage of
both TAS and CTB test networks caused a delay of 3 months. After a study in depth, it appeared that
a TETRA base station had to be re-connected on the other test network in order to cover the needed
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area for demonstrating the roaming on a motorway (pursuit scenarios 3 and 4, see D7.5.2, section

3.3) . The Acore setup demod was finally a swW8&cess
2016 in place of December 2015. The second A c o sessioswas organizédcom G4e04-

2016. Agenda incompatibilities prevented German representatives yet to attend both performances.

Besides the technical and operational Airbus/Airbus ISI validation, th e A ¢ o r demangrationgo
gave the opportunity to raise the interest of some Belgian and foreign services in their participation in
the | SI TEP WP ,7.b&repiayed ih the frireemarkoof the WP 7.5 workshop and to offer
training for the fAnohgotherstheadocuneent template ZExcelifile) mentioning
the involved resources (personal and means), the principle of a didactic slide show for supporting the
audience understanding and the real time video coverage of the action on the field using Skype were
reused for the Afull demoo.

Such a training was all the more necessary since, on 22-03-2016, the attacks in the European area of
Brussels and at the Brussels National Airport, have been totally mobilizing the BFP operational people
who were involved in the design, redaction and preparation of the Demo 7.5 scenario and field
training exercise (FTX). This meant that the BFP technical team had to assume from now the whole
Demo 7.5 realization, the operational people in charge of the scenario limiting their role in a general
scenario advising and validation.

Demonstration WP 7.5 was initially planned in June 2016. However, from begin June until begin July
there was the Euro 2016 football cup, which is a period where the actors are not available to
participate. The Demo had therefore to be postponed other advanced.

Advancing the date was not possible because the Lab MOT network and the Lab AIR_FI network,
which were needed for the WP 7.5 setup, were already reserved for the Demo 7.2 (first run in April
and official Demo in May).

Postponing the date was not possible in July (actors are in holiday after a hard mobilization period)
and in August (the Leonardo company integrating the ISITEP Enhanced Terminal is closed and all the
other partners are partly disabled because of the holiday period). So, finally, the Demo 7.5 has been
re-planned in September. There was no recovery plan in the sense that re-planning the Demo later
was impossible because, from begin October, both Lab MOT and Lab AIR_FI networks were involved
in a TETRA IOP testing and certification process.

3.2.2. The definitive planning

The general WP 7.5 demo and workshop organization planning was fixed shortly after the ISl
validation of 16-03-2015, during the meetings N° 12 (11-04) and 14 (12-05) of the operational working
group hHAdpSdrTeEtPi onal. Task Forcebo

In the same time, a base document named il S| TEP WP 7.5 scemhawas a&diatf e
the BFP WP 7.5 coordinator. This document developed the demo scenario, starting from the skeleton
defined on 25-03-2016 and further determining:

1. The radio scheme.
2. The succession of the different scenario events, the related remarks and communication links.

3. The 8 different scenes where part(s) of the demo scenario is performed (please, see D7.5.2,
section 3.2.6. and annex 1), identifying for each of them the related actors, the involved
operational services, the material (logistics and ICT) and the live video (Skype) support.

On 12-05-2016, the dates for the WP 7.5 Demo and Workshop or fi s e ¢ 0 n (21&R22408-2016), the
fgeneral rehearsalo(20-09-2016) and the first runo(14-09-2016) were fixed.
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Four processes streams were furthermore defined to prepare the first run (14-09-2016), perform the
scenarios and organize the Demo and Workshop events:

1. The technical stream
1 Mission: demo technical setup completion, see D7.5.2, section 5.2.
0 Operational setup

A Programming and configuring the WP 3.5 TETRA-TETRAPOL
deployable gateway (scene 4 in Lille)

A Activating and programming the ISITEP Enhanced Terminal (scene 4 in
Lille)

A Developing and programming a TETRA-TETRAPOL B2B (scene 2 in
Paris)

0 Test setup

A Interconnecting the 4 TETRA test/Lab systems with 3 ISI (scenes 5, 6, 7
and 8: E40 motorway, Brussels Airport Zaventem, CIBRU and
Copenhagen-+Helsinki)

A TAS coverage extension by connecting a second TBS located near the
airport (scenes 5 and 6: E40 motorway and Brussels Airport Zaventem)

1 Execution planning: begin of June A end of August
2. The production stream
I Mission: development of the Demo MEL (playbook) and didactical slide show

o0 The MEL is to be developed starting from the document il SI TEP WP
scenario draft _V2.docxo

o The didactical slide show is based on the MEL and the radio scheme
I Execution planning: May A end of August

3. The administrative, logistic, operational and technical end-user stream (the actors and their
technical support)

I Mission 1: technical-operational preparation of each demo scene
0 Requesting permissions:
A Coming in Lille (Fr) with a Belgian striped police car and weapons

A Filming the arrival of the Danish delegation in the private fAbelagd
airport

A Using a TETRAPOL fdconferenceodo (talkg
A é
0 Gathering the personal and the logistic means

o Gathering, programming, configuring and installing the ICT means (TETRA
terminals and BIM-relays coupling)

o Gathering, programming, configuring and installing the Skype means

Date: 26-01-2017 Approval status: Page 11/25
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0 Testing the ICT and Skype means on the 7 concerned scenes

0 When the testing of a scene is completed, performing a scene survey with the
technical ICT and Skype teams and representatives of the actors.

0 Mission 1 execution planning: begin of June A end of August.
1 Mission 2: Scenes playing
0 Separately (partial rehearsals, optional), from begin of September
0 Together (global rehearsals and performances):
A Demo and Workshop first run (14-09-2016)
A General rehearsal (20-09-2016).
A WP 7.5 Demo (21-09-2016)
A WP 7.5 Workshop (22-09-2016)
4. The Demo and Workshop events preparation stream
I Mission event organisation:
o0 Venues
0 Transportation between the main venue and the FTX dispatching room
o Catering
o Invitations

9 Execution planning: May A begin of September

3.3. Working groups

3.3.1. ISITEP WP 7.5 team

The industry members of the ISITEP WP 7.5 team (LEO, AIR_FI, AIR_FR, MOT, EXP) realised the
technical stream under the coordination of BFP. The WP 7.5 handshaking meeting (Conf Call) took
place on 17-06-2016.

The iBel glisaln Task t eohrrciexda | wor king group t hat i m
de monst (AR BE&R,0A.S.T.R.I.D.) joined the ISITEP WP 7.5 team from the handshaking
meeting.

3.3.2. ISITEP operational Task Force

The #Al SITEP operationhbpddaskhdoficenetbsdatumesdemon
prepared its execution at end-user level (administrative, logistic, technical and operational aspects)

went further to develop and prepare the i f demdoscenario (production stream and the actors & their
technical support stream).

V&Ij oined the #fAl SITEP oper at iseemed (Hazeldosklk preparation.eBFP t 0o s
radio sections from some provincial DCA joined the BFP technical team (DRI/BIOPS) to support the
scenes 1 (Hazeldonk) and 4 (Lille).
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A subgroup of the Al SI' TEP operational JopematonalF o r ¢
preparation of each demo scene.

3.3.3. Administrative team
An informal administrative team realised the Demo and Workshop events preparation stream under

the BFP WP 7.5 coordinator: the university of Firenze for the invitation and the administrative
assistants of DRI/BIOPS for the other tasks.
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4. SCENARIOS IMPLEMENTATION

The scenarios implementation (technical stream and administrative, logistic, operational and technical

end-user stream) was gui ded by the Excel f i(dvalabld onSEMDESR) WP
drawn up by the BFP WP 7.5 coordinator begin of June.
The document mentions:
1. The resources (personal and means) to be gathered to perform the Demo and Workshop
global rehearsals and the performances. Please, see as an example in annex 1 the sheet
fResour ces O¢tefde.e Sept o
This sheet has to be partly filled in by th
operational T a s k  Ffollowing the both streams realisation progression.
2. The list of the test terminals and their talkgroups profile (TG folders).
3. The list of the test talkgroups and their technical-operational parameters.
4. The talkgroups profiles (TG folders) of the operative terminals
Thedl SI TEP WP 7 .sheetaipRpeesmoduirxcte,s Deman8ept d, section
servicesod indicates that the Demo scenario imple

services/companies.

The scenarios playing (administrative, logistic, operational and technical end-user stream) was guided
by the MELs or playbooks (one MEL per scenario, available on EMDESK) in accordance with the
D2.1.2 approach.

The MEL mentions the list of the events (one raw per event) constituting the scenario, the time of the
event (the supposed time following the scenario story and real time following the scenario execution),
who is speaking to whom, the content of the message, the expected action (manipulation related to a
radio procedure) and a remark.

As an example the MEL of the Demo scenario is joined in annex 2.

Figures1 and 2:MEL as used by the actors during the FTX
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5.  EVENTS ORGANISATION AND DISSEMINATION ACTIVITIES

5.1. WP 7.5 demonstration

The WP 7.5 demonstration was intended for a wide profile of people (authorities, first respondents,
radio technicians, radio adm)nistrators, operator

An audience up to 50 people was planned for the WP 7.5 demonstration on Wednesday 21-01-2016.
The audience number limit came from the available space in the BFP control room of Brussels (CIC
BRU, call sign CIBRU) from where the audience was invited to follow the FTX in the afternoon.

The invitation was launched by mail on 05-09-2016 to 179 addressees. An online registration, also
directly available on the ISITEP site, was required (deadline 15-09-2016).

—

F .’,»-“

Figure 3: Demonstration audience in the CIC BRU

Seeing there were still some free places after the registration closure, the registration deadline was
extended until 19-09-2016 24:00, and an invitation was sent, via the Astrid Info news (Info malil
distributed by A.S.T.R.1.D.), to all the A.S.T.R.I.D. customers.

The event agenda is joined in annex 3. The morning session was organized in the auditorium of the
BFP Brussel s bui |l dRAG)g Tha $&8ior starte@ with presentations and ended with
the FTX part 1.
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After the lunch, the audience was transported by coach (police van) to the CIC BRU to follow the FTX
part 2 and complementary demonstrations about the IET workflow manager application and the CST
B2B vs ISI. After moving back to the RAC, a last complementary demo about the ISITEP supporting
tools ended the official programme.

During the afternoon session in the CIC BRU, a photograph and a journalist mandated by A.S.T.R.1.D.
waspresent to prepare a next article for the Astri

5.2. WP 7.5 workshop

The WP 7.5 Workshop was intended for a more specialised audience like radio experts or first
respondents. This was organized the day after de demonstration, on Thursday 22-09-2016.

The audience was limtedupto2 0 peopl e seeing the size of the A
the audience was invited to follow the FTX in the afternoon.

The invitation was sent by mail, on 05-09-2016 too, to 128 addressees, including Be, De, Fr, NI police
first respondents, advisory board members, radio experts and ISITEP consortium members. An
online registration was required with the same deadline as for the demonstration. In this case
however, there was no possibility to register from the ISITEP site: the workshop was only accessible
on nominal invitation.

The event agenda is joined in annex 4. The morning session was organised in the RAC, meeting
room Simenon. The workshop was opened by a rapid evaluation of the demo of the day before. Next
came a presentation about the International Fleetmap Proof Of Concept (see D2.3.2 appendix 3)
followed by an open discussion about its relation with the Se-No functional model (D3.2.1). The
morning session ended up with a hand-on training centred on the radio terminals migration.

Figure 4: Hand-on training during the workshop

After the lunch, the audience and the hosts started the scenario 1 as actors playing a flight travel from
a country B to a country A, and joined by foot the A.S.T.R.I.D. premises. The audience followed there
the other scenarios, played this time by actors on the field, next to the country A&B dispatchers. The
day finished with an open discussion about the ISITEP future, meaning the implementation of the
radio interoperability at European level, and a demonstration of the work flow manager application.
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6. SCENARIOS EXECUTION AND GLOBAL RESULTS

The WP 7.5 scenario staff list, including the actors, the technicians and the people assuming the more
specific roles mentioned in D7.5.2, section 3.1., mentions 46 people for ensuring the demonstration
FTX performance (the actors who played in the mostly recorded scene2i Par i s and Thal ys
and 24 people for ensuring the Workshop FTX performance.

The

Figure 5: Thetea m i Me tN| o (&iee 3)with its radio (prompter) and Skype technicians

results of the tests are developed in D7.

lessons learnt, the updates on ISITEP framework and the dissemination activities.

6.1. Last minute technical actions and design adaptations

The activities carried out following the organisation setouti n secti on 3 HAScenar.
planningo | ed to t heechhicalpsétgmwhkichtdesign i®describéd intthe é7.2.2
document ADemonst r ajtsection &2 tThisrdodumeatss supposed tp eddrawn up
with last updates from 09-09-2016.

On Monday 12-09-2 0 1 6, this is at the begi nni sane thifgs wehee
however not yet in order:

1

Deployable TETRA-TETRAPOL gateway (WP 4.5)

AIR_FR planned to integrate and to test the gateway on 13-09-2016 in Lille (Fr), at the police
station of the PAF in the railway st aaditohe
brought by AIR_FR on the same day, except the TETRA Astrid terminal which had to be
brought by BFP.

ISITEP Enhanced Terminal (IET)

AIR_FR planned to bring the TETRAPOL modem (TPH 900) in Lille on 13-09-2016 (together
with the TETRA-TETRAPOL gateway).
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The IET TETRA modem (VS4000), previously shipped in Belgium by LEO in order to be -
temporarily - validated by A.S.T.R.1.D. (this terminal type is indeed not in use on the operative
Astrid network) was not yet validated at this time. The positive decision came on 13-09-2016
13:00 from A.S.T.R.1.D.

LEO and Exprivia were supposed to come on 14-09-2 0 1 6 , the first | ETOS8Ss
smartphone module, and to integrate and test the whole thing by Friday 16-09-2016. On its

side, BFP had to install the IET (+ the webcam to film the smartphone display) in the police

car.

1 Extra TBS for TAS coverage extension

An extra TBS was needed on t he roof of t hoecovér Ahe aitpartgzone b u i |
(scenes 5 and 6, please, see D7.5.2, section 3.2.6.). In August, it appeared however that
connecting this T B S, a ATB3po type (viwawirkléss JE router),lwRile timo d e
TAS existing TBS (located on the Brussels J ust i ¢c e P g Wwas of &btgpe, impled that

the TAS network should be upgraded from release 6 to release 7. Release 6 Airbus networks

do not support indeed a mix of E1 an IP TBS.

Unfortunately, on 12-09-2016, the TAS upgrade from release 6 to release 7 was not yet
performed, and it was clear that this was impossible to realise on time for the WP 7.5 Demo
and Workshop.

Moreover, on 13-09-2016, A.S.T.R.I.D. gave the information that the BFP terminals involved in the
test setup (TAS and CTB networks) would not be authenticated. It has been explained afterwards
that this was due to the fact that the CTB has no authentication server.

Only the terminals supplied by MOT and AIR_FI for, respectively, the Lab net MOT in Copenhagen
and the Lab net AIR_FI in Helsinki were authenticated. When migrating on the TAS, these terminals
were authenticated by their home network as foreseen by the demonstrator design.

Finally, the deployable TETRA-TERAPOL gateway was integrated and positively tested on 13-09-
2016 as planned.

Figure 6: The ISITEP WP 3.5 TETRA-TETRAPOL gateway

LEO together with Exprivia integrated the IET and BFP installed it in the police car by 16-09-2016, but
lasting troubles prevented a correct working between the IET and the TETRAPOL modem. Despite
the remote support from AIR_FR, the IET worked not properly on both first run (14-09-2016) and
second run (21-09-2016): the migration from TETRAPOL to TETRA was not possible, while this was

Date: 26-01-2017 Approval status: Page 18/25
This document is produced under the EC contract 312484. It is the property of the ISITEP Parties and shall not be
distributed or reproduced without the formal approval of the ISITEP Steering Committee



ID: ISITEP_D7.5.3&4_20170126_V1.0 %?

INTER SYSTEM INTEROPERABILITY FOR i
TETRA-TETRAPOL NETWORKS

precisely wat was needed for the Demo scene 4 scenario: showing the IET automatic roaming
between Lille (Fr) and the Belgian territory.

Figure 7 and 8: The IET and the smartphone filming its control panel

On 13-09-2016, Airbus.be announced to the BFP WP 7.5 coordinator that the option of connecting the
extra TBS in IP mode on the TAS was replaced by the option of connecting it in E1 mode on the TAS.
Doing so, the extra TBS had to be installed on the roof of the Airbus.be building in Diegem (between

t he 1 A priedteaayport in Zaventem and Brussels), where the CTB is located, and to be
connected by wires to a free left input of the MUX on the E1 line that interconnects the CTB with the
TAS. Actually, this option has been first envisaged by Airbus.be on 14-04-2016, but then came
negative considerations (impossibility to install the TBS on the Ai r bus  brnoedf bedause @ s
security reasons, the supposed poor coverage from this b ui | d i n gsédienlyt ama fortunately
vanished. The extra TBS connection to the TAS was finally performed after the first run, on Friday
16-09-2016 in the afternoon.

6.2. Demo and workshop first run (14-09-2016)

The idea on 14-09-2016 was to make both Demo and Workshop first runs, workshop in the morning
and demonstration in the afternoon.

Rehearsing both performances on the same day was not easy to organise and to execute, especially
for the Demo scenes 5&6 actors and technicians involved in both FTX. This constrain comes from
the scare availability of the operational services.

There were 3 briefings at the beginning on the day: one in Breda (NI) for the Demo scene 1, one in
Lille (Fr) for the Demo scene 4 and one in Brussels (in the A.S.T.R.1.D. premises) for the other actors
and technicians.

Lot of troubles occurred on the first run day: as mentioned supra the IET and the full coverage for
playing the Demo scenes 5&6 were not yet ready, moreover, the ISI TAS-CTB was out of order.
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Consequently, playing on the test setup (Demo scenes 5&6 and Workshop scenarios) was
impossible, moreover, the Demo scene 4 in Lille was cut back by the IET performance.

The day was nevertheless not useless for the actors because it was the first time they have been all
gathered on their first destination point to read or play their roles.

Seeing the Demo could not be fully and correctly played on 14-09-2016, and seeing the Demo was a

totally new FTX compared with the Workshop FTXalr eady pl ayed in the framey
D e moib has been decided that the general rehearsal on 20-09-2016 would only focus on the
demonstration of the day after. The Workshop scenarios would be rehearsed a last time in the
morning of the performance day itself.

6.3. Demo and workshop second run (performances)

In order to continuously sustain the audience attention and understanding during the scenarios
performance, besides the direct audio reception of the active radio communications, the proximity with

the FTX dispatchers and the video coverage (via
directoro first presented previously each scenari
a slide show ( ficar alémentbe)mowt playedron the stcame and the actiee radio

link on the radio scheme.

The WP 7.5 fAc alallecon BMD&ESKa Asean exangle, an extractoft he HfAcart oonc
Wor k s hop 6 s4isjanediraannex5. This has for sure to be run as a Power point slide show
to give all the effects.

Figure 9: Workshopd scenario4ii Car t oono

6.3.1. Evaluation of performances at start up

BFP has been able to test the TAS extension coverage performance only from Monday 19-09-2016.

The delay was therefore too short to make comprehensive coverage and roaming testing for the

Demo scenes 5&6 (21-09) and for the Workshop scenarios 3&4 (22-09). Consequently, for both
roaming (CTB A TAS) of the Demo scene 5 and the Workshop scenario 4, manual roaming was

used. However, maybe that a deeper study would have made the automatic roaming possible, for
example by adapting the ORXLEVEL_ACCESS_MI N6 para
scenario 5 (see D7.5.2, section 3.3.).
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6.3.2. Demo second run and general rehearsal (20&21-09-2016)

As for the first run, 3 briefings where organised in the morning for the actors and their accompanying
technicians (Breda, Lille and Brussels). The briefing in Brussels was this time hold in the BFP control
room of Brussels (CIC BRU) in place of the A.S.T.R.I.D. premises, seeing the dispatchers play their
role in the CIC BRU and on operative workstations for the Demo, whilst in the A.S.T.R.l.D. premises
and on test workstations for the Workshop.

On the general rehearsal day (20-09-2016), the TAS-CTB ISl failure of the first run was fixed.
Breakdowns were stated when using the four-n et wor k T G -EB-P @seeNI7B.2, section
3.2.3., figure 7), but these were fixed on the Demo day.

On the second run-day, all worked globally correctly except:
1. the IET, as mentioned above (section 6.1);

2. some TETRAPOL communications originated from the platformsof t he #ALi |l |l e Eu
station that were not transmitted to the TETRA TG received in CIC BRU;

Note: The reason for this has not been identified. The Acropol coverage on the platforms
was excellent, the TETRA-TETRAPOL gateway worked well.

3. short interruptions in the test setup four-network TG (these were however not noticeable for
the audience);

Note: this is maybe due to the internet lines QoS, which was not guaranteed.
4. alimitedbl ack zone between t he fiAb enteacihange éséemed&6).t an

Figure1 0: Two separate setups are used for the Demo. (0]
operative workstations, while test TG are followed on handhelds working on test network coverage
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Figure 1l 1 : From |l eft to right: #ftshcee niatreicoh nciocnad u cctooorrod i annadt otrt
(please, see in D7.5.2, section 3.1., the definition of thespecific staff roles)

A lunch time longer than expected reduced the afternoon programme, so that the demo about the IET
workflow manager was reported the day after and that the presentations/demos about the call setup
time ISl vs. B2B and about the supporting tools were cancelled.

Figures12and13pi ctures from the mostly recorded scenece

Figure 14: Skype pictures from the FTX Figure 15:Bel gi an police patrol car i
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